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NAVMC 11782 (Rev. 10-12) (EF)
NETWORK SUPPORT DIVISION CHECKLIST
1. Does the NSD maintain a turnover binder that contains a quarterly review sheet and the minimum required entries? (2-3.2E)
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2. Does the NSD maintain a disaster recovery plan? (2-3.3.A)
3. Is the NSD following established tape retention procedures? (2-3.3.B)
4. Does the NSD maintain an off-site safe in a climate controlled environment? (2-3.3.C)
5. Do the contents of the safe include the media and documentation required? (2-3.3.C)
6. Has the NSD developed and established a Network Security Management Plan? (2-3.4.A)
7. Does the NSD ensure that all NOS software patches, IAVA's, and PM technical advisories have been applied? (2-3.4.A.3)
8. Has the NSD installed and configured anti-virus software on all servers and workstations? (2-3.4.A.4)
9. Does the NSD ensure that the anti-virus signatures are up to date? (2-3.4.A.4)
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10. Does the NSD ensure that full system, anti-virus scans are accomplished nightly? (2-3.4.A.4)
11. Does the NSD ensure that all required patches and updates are being maintained? (2-3.4.A.5)
12. Does the NSD ensure that backups of network device configurations are being maintained? (2-3.4.B.2, 2-3.3.C.6)
13. Does the NSD save the system, application, and security logs to disk weekly? (2-3.4.B.3.A)
14. Does the NSD have 3 months of system, application, and security logs saved to disk? (2-3.4.B.3.B)
15. Does the NSD ensure all System Authorization Access Request (SAAR) forms are accurately completed and safeguarded?  (2-3.4.C.1)
16. Does the NSD properly dispose of SAAR's that are no longer applicable? (2-3.4.C.2)
17. Does the NSD ensure that user account policies reflect DoD Directives? (2-3.4.C.3)
18. Does the NSD annotate in the check-in/check-out logbooks account creation/deletion? (2-3.4.C.4)
19. Does the NSD review and disable accounts that have not been accessed for more than sixty days? (2-3.4.C.5)
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20. Does the NSD ensure that administrative privileges are not assigned to a user's personal account? (2-3.4.C.6)
21. Does the NSD maintain appointment letters assigning administrative privileges? (2-3.4.C.6)
22. Does the NSD rename default system accounts upon installation of an operating system and disable the guest account?  (2-3.4.C.7)
23. Does the NSD ensure that all resources will be protected or secured using file/device access permissions? (2-3.4.D.1)
24. Does the NSD conduct weekly scans of servers and workstations on the network? (2-3.4.D.4)
25. Does the NSD maintain weekly scan results for twelve months? (2-3.4.D.4.B)
26. Does the NSD ensure that all servers are connected to an UPS? (2-3.4.D.5)
27. Does the NSD maintain a network topology and logical configuration? (2-3.4.E)
28. Does the NSD document and review the VLAN configurations monthly? (2-3.4.E.2.A)
29. Does the NSD remove VLAN configurations that are no longer required? (2-3.4.E.2.B)
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30. Does the NSD maintain network documentation for tactical infrastructure? (2-3.4.E.4)
31. Does the NSD ensure that each server has a configuration binder? (2-3.4.E.5)
32. Does the NSD maintain a server configuration binder located in the off-site safe? (2-3.4.E.5)
33. Does the NSD maintain two copies of the emergency repair/automated system recovery disk? (2-3.4.E.5.M)
34. Does the NSD update the emergency repair/automated recovery system disks monthly or after a server configuration change?  (2-3.4.E.5.M)
35. Does he NSD develop and maintain a standardized workstation software load? (2-3.4.F)
36. Does the NSD maintain an inventory of two physical copies of all software load media? (2-3.4.F.1, 2.3.3.C.7)
37. Does the NSD ensure that all software load deviations are approved in writing, installed, and kept on file? (2-3.4.F.6)
38. Does the NSD maintain a system operations logbook that contains all of the required entries? (2-3.5.A)
39. Does the NSD maintain a system operations logbook for a minimum of two years? (2-3.5.A)
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40. Does the NSD perform the NTCSS checklist daily? (2-3.5.B)
41. Does the NSD maintain the NTCSS daily checklist for a minimum of three months? (2-3.5.B)
42. Does the NSD maintain a contact roster of all SAA/MAM personnel and their alternates? (2-3.5.C, 2-3.5.G)
43. Does the NSD perform scripts/database alignment programs to perform functional database clean-up? (To be verified by the  SAA/MAM) (2-3.5.D.1)
44. Does the NSD perform NTCSS EOM procedures as directed by the SAA? (To be verified by the SAA) (2-3.5.D.3)
45. Does the system operations logbook contain an entry that the transaction log dumps successfully completed? (2-3.5.I, 2-3.5.A.5)
46. Does the NSD ensure NTCSS software updates are successfully applied? (2-3.5.J)
47. Does the NSD ensure DBCC results are completed and reviewed daily? (2-3.5.A.7, 2-3.5.L.1)
48. Does the NSD monitor application file system workspace? (2-3.5.L.3)
49. Does the NSD ensure file clean-up procedures are executed weekly, at a minimum? (2-3.5.L.3)
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50. Does the NSD ensure that two passes of all saves are completed as required? (2-3.5.M)
51. Does the NSD ensure the daily saves for rsupply include the appropriate directory structure? (2-3.5.M.1)
52. Does the NSD ensure the weekly saves for rsupply include the appropriate directory structure? (2-3.5.M.2)
53. Does the NSD ensure the EOM saves for rsupply include the appropriate directory structure? (2-3.5.M.3)
54. Does the NSD ensure DBDumps are manually accomplished prior to, and at the completion of the Live Monthly Financial Report? (2-3.5.M.3)
55. Does the NSD ensure the make_recover tapes are created for rsupply as required? (2-3.5.M.4)
56. Does the NSD ensure the monthly saves for rsupply include the appropriate directory structure? (2-3.5.M.5, 2-3.5.M.1)
57. Does the NSD ensure the daily saves for NALCOMIS include the appropriate directory structure? (2-3.5.M.1)
58. Does the NSD ensure the weekly saves for NALCOMIS include the appropriate directory structure? (2-3.5.M.2)
59. Does the NSD ensure that EOM saves for NALCOMIS include the appropriate directory structure? (2-3.5.M.3)
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60. Does the NSD ensure the make_recover tapes are created for NALCOMIS as required? (2-3.5.M.4)
61. Does the NSD ensure the monthly saves for NALCOMIS include the appropriate directory structure? (2-3.5.M.5, 2-3.5.M.1)
62. Does the librarian maintain the Summary of Changes/User Manual changes for each patch/upgrade received for the NTCSS  system? (2-3.8.A)
63. Does the librarian maintain software load packages and licenses for all AVLOG IT COTS/GOTS software? (2-3.8.A-B)
64. Does the librarian have standardized tape labeling procedures? (2-3.8.E)
65. Do tape labels include the minimum information per the reference? (2-3.8.E.2)
66. Does the librarian conduct and document a ten percent random inventory of the tape library? (2-3.8.G)
67. Does the librarian forward the monthly tape library inventory results to the SAA upon completion? (2-3.8.G.1)
68. Does a random check of each of the different types of saves reveal the intended contents are being written to tape (i.e., RSUP daily, RSUP weekly, RSUP database, RSUP post EOM, NALCOMIS daily, NALCOMIS weekly)? (2-3.8.G.2)
69. Does a random inventory sampling of 10% result in a tape library currently maintained at 100%? (2-3.5.M, 2-3.8.C, 2-3.8.G)
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70. Does the librarian utilize an automated library program that includes the required fields? (2-3.8.H)
71. Does the NSD have on file, a detailed recovery process for servers, network shares, and LAN device settings? (2-3.3.A.7)
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